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ABSTRACT: The exponential growth of wireless communication services, Internet of Things (IoT)
devices, fifth-generation (5G) and emerging sixth-generation (6G) networks has resulted in
unprecedented demand for limited radio spectrum resources. Conventional static spectrum allocation
policies often lead to inefficient spectrum utilization, causing spectrum scarcity despite significant
temporal and spatial spectrum vacancies. Cognitive Radio Networks (CRNs) have emerged as an
intelligent wireless communication paradigm capable of dynamically sensing, identifying, and utilizing
underutilized spectrum bands without causing harmful interference to licensed primary users.
Spectrum sensing serves as the fundamental component of cognitive radio systems because it enables
accurate detection of spectrum occupancy for efficient dynamic spectrum access. However, traditional
spectrum sensing techniques such as energy detection, matched filtering, and cyclostationary feature
detection often experience degraded performance under low signal-to-noise ratio (SNR), fading
channels, shadowing effects, and dynamic wireless environments. Recent advances in Machine
Learning (ML) provide intelligent data-driven solutions capable of improving spectrum sensing
accuracy through adaptive feature learning and automated decision-making. This research proposes
an Intelligent Spectrum Sensing Framework Using Machine Learning for Cognitive Radio Networks
by integrating advanced signal preprocessing, feature extraction, supervised machine learning
classification, dynamic spectrum decision mechanisms, and adaptive channel allocation strategies.
The proposed framework improves spectrum detection accuracy, reduces false alarm probability,
minimizes spectrum sensing delay, enhances throughput, and increases spectrum utilization efficiency
while maintaining reliable protection for licensed users. Experimental evaluation demonstrates
superior sensing performance compared with conventional spectrum sensing methods under varying
wireless channel conditions. The proposed intelligent framework provides an efficient foundation for
future wireless communication systems supporting 5G, Beyond 5G (B5G), 6G, Internet of Things (IoT),
Vehicular Networks, Smart Cities, Industrial loT, and next-generation intelligent spectrum
management systems.
INTRODUCTION

The rapid advancement of wireless communication technologies has dramatically increased the
demand for radio frequency spectrum resources across numerous applications including mobile
communication, Internet of Things (IoT), wireless sensor networks, intelligent transportation systems,
satellite communication, industrial automation, smart healthcare, military communication, and
emerging sixth-generation (6G) communication infrastructures. Modern wireless devices continuously
compete for limited spectrum resources, creating the perception of spectrum scarcity despite extensive
studies demonstrating that many licensed frequency bands remain underutilized across different
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geographical regions and time intervals. This inefficient spectrum utilization primarily results from
conventional fixed spectrum allocation policies where licensed frequency bands remain exclusively
reserved for primary users regardless of actual spectrum occupancy. Consequently, improving
spectrum utilization has become one of the most significant research challenges in modern wireless
communication systems.

Cognitive Radio Networks (CRNs) were introduced to address spectrum scarcity through intelligent
Dynamic Spectrum Access (DSA). Cognitive radio enables secondary users to opportunistically access
temporarily unused licensed frequency bands while ensuring that primary users experience no harmful
interference. Unlike conventional wireless communication systems operating on fixed frequency
allocations, cognitive radios continuously monitor the surrounding radio environment, identify vacant
spectrum opportunities, intelligently select suitable communication channels, and dynamically adapt
transmission parameters based on changing network conditions. This intelligent communication
paradigm significantly enhances spectrum efficiency while improving overall wireless network
capacity and communication reliability.

Spectrum sensing represents the most critical functional component of cognitive radio systems because
it determines whether licensed spectrum is currently occupied by primary users. Accurate spectrum
sensing directly influences communication quality, spectrum utilization, interference avoidance, and
network performance. Traditional spectrum sensing methods such as energy detection, matched
filtering, and cyclostationary feature detection have been extensively investigated due to their
simplicity and practical implementation. Energy detection is computationally efficient but exhibits
poor detection performance under low Signal-to-Noise Ratio (SNR) conditions and suffers from noise
uncertainty. Matched filtering provides optimal detection performance when prior knowledge of
primary user signals is available; however, practical implementation becomes challenging due to the
requirement for complete signal information. Cyclostationary feature detection exploits periodic
statistical characteristics of communication signals to improve sensing accuracy but requires high
computational complexity and longer processing time, limiting its suitability for real-time
communication scenarios.

The increasing complexity of wireless environments further complicates spectrum sensing. Multipath
fading, shadowing, Doppler effects, channel uncertainty, interference from neighboring transmitters,
hardware imperfections, and highly dynamic spectrum occupancy patterns significantly reduce the
reliability of conventional spectrum sensing techniques. Furthermore, future communication systems
supporting massive Internet of Things deployments, ultra-dense heterogeneous networks, autonomous
vehicles, unmanned aerial systems, and intelligent edge devices require highly adaptive spectrum
sensing mechanisms capable of operating efficiently under rapidly changing environmental conditions.
These limitations have motivated researchers to investigate artificial intelligence techniques capable
of learning complex wireless channel characteristics directly from observed communication data.

Machine Learning (ML) has emerged as a powerful technology for intelligent wireless communication
by enabling automated pattern recognition, adaptive decision-making, predictive analytics, and
continuous learning from communication environments. Supervised learning algorithms including
Support Vector Machines (SVM), Random Forests (RF), Decision Trees (DT), k-Nearest Neighbors
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(k-NN), Artificial Neural Networks (ANN), and Deep Learning architectures such as Convolutional
Neural Networks (CNNs) have demonstrated remarkable performance in spectrum occupancy
classification. These algorithms automatically extract discriminative features from received wireless
signals and accurately distinguish between occupied and vacant spectrum bands under diverse channel
conditions without requiring manually designed detection thresholds. Adaptive machine learning
models further improve sensing performance by continuously updating classification models based on
newly observed spectrum data, thereby enhancing robustness against environmental variations.

Recent developments integrating Machine Learning with edge computing, cloud computing, Software
Defined Networking (SDN), Internet of Things infrastructures, and intelligent communication
management have significantly expanded the capabilities of cognitive radio systems. Edge computing
enables localized spectrum analysis with minimal communication delay, while cloud platforms support
large-scale model training using extensive wireless communication datasets. Software Defined
Networking facilitates centralized network management and dynamic resource allocation, whereas
Machine Learning enables autonomous spectrum prediction, interference mitigation, adaptive channel
selection, and intelligent communication optimization. These integrated technologies collectively
support the realization of autonomous wireless communication systems capable of efficient spectrum
management within future 5G, Beyond 5G, and 6G communication ecosystems.

Despite significant research progress, several challenges remain unresolved. Existing machine
learning-based spectrum sensing algorithms often experience reduced generalization capability across
heterogeneous wireless environments, increased computational complexity for embedded devices,
delayed spectrum decision-making, limited adaptability to rapidly changing spectrum occupancy, and
difficulties in balancing sensing accuracy with communication latency. Moreover, many existing
frameworks primarily optimize a single performance metric while neglecting the combined influence
of spectrum utilization efficiency, false alarm probability, detection probability, computational
complexity, throughput, energy efficiency, and scalability. Consequently, there is a growing need for
intelligent spectrum sensing frameworks capable of simultaneously optimizing multiple
communication performance objectives while maintaining reliable protection of licensed primary
users.

This research proposes a Design and Implementation of an Intelligent Spectrum Sensing Framework
Using Machine Learning for Cognitive Radio Networks by integrating advanced signal preprocessing,
feature extraction, supervised machine learning classification, intelligent spectrum occupancy
prediction, adaptive spectrum decision-making, and dynamic channel allocation. The proposed
framework improves spectrum sensing accuracy while minimizing false alarm probability, sensing
delay, computational complexity, and interference with licensed users. The developed architecture
provides a scalable and intelligent solution for dynamic spectrum management within 5G, Beyond 5G
(B5G), 6@, Internet of Things (IoT), Industrial 10T, Smart Cities, Vehicular Communication, Wireless
Sensor Networks, Satellite Communication, Edge Computing, and future autonomous wireless
communication systems.

Problem Statement: Conventional spectrum sensing techniques employed in Cognitive Radio
Networks frequently suffer from limited detection accuracy under low Signal-to-Noise Ratio
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conditions, fading channels, shadowing effects, dynamic interference, and rapidly changing wireless
environments. These limitations lead to inefficient spectrum utilization, increased false alarm rates,
spectrum sensing delays, unnecessary channel blocking, and harmful interference with licensed
primary users. Existing machine learning-based solutions often exhibit high computational complexity,
limited adaptability, and insufficient optimization of communication performance metrics. Therefore,
there is a need for an intelligent machine learning-driven spectrum sensing framework capable of
providing accurate, adaptive, low-latency, and computationally efficient spectrum occupancy detection
while maximizing spectrum utilization and ensuring reliable protection of primary users.

Objective: The primary objective of this research is to design and implement an Intelligent Spectrum
Sensing Framework Using Machine Learning that integrates advanced wireless signal preprocessing,
discriminative feature extraction, supervised machine learning classification, adaptive spectrum
decision-making, and dynamic channel allocation to improve spectrum sensing accuracy, reduce false
alarm probability, minimize sensing latency, enhance spectrum utilization, and support efficient real-
time communication within Cognitive Radio Networks.

Scope: The scope of this research includes the design, implementation, and performance evaluation of
a machine learning-assisted spectrum sensing framework for Cognitive Radio Networks operating
under diverse wireless communication environments. The study investigates wireless signal
acquisition, feature extraction, supervised classification algorithms, dynamic spectrum access,
adaptive channel selection, spectrum occupancy prediction, communication latency, detection
probability, false alarm rate, throughput, computational complexity, energy efficiency, and spectrum
utilization. The proposed framework is applicable to 5G and 6G wireless communication systems,
Internet of Things (IoT), Industrial IoT, Wireless Sensor Networks, Vehicular Ad Hoc Networks
(VANETS), Smart Cities, Satellite Communication, Public Safety Networks, Military Communication
Systems, Unmanned Aerial Vehicle (UAV) communication, Edge Computing platforms, and future
autonomous cognitive radio ecosystems, where intelligent and reliable spectrum management is
essential.

LITERATURE SURVEY

The increasing scarcity of radio spectrum resources has become one of the major challenges in modern
wireless communication systems due to the explosive growth of mobile users, Internet of Things (IoT)
devices, autonomous vehicles, wireless sensor networks, satellite communication, industrial
automation, and emerging sixth-generation (6GG) communication infrastructures. Traditional fixed
spectrum allocation policies reserve frequency bands exclusively for licensed users irrespective of
actual spectrum utilization, resulting in considerable spectrum underutilization across temporal and
geographical domains. Numerous spectrum occupancy measurement campaigns conducted by
regulatory organizations have demonstrated that large portions of licensed spectrum remain unused for
significant periods while unlicensed bands experience severe congestion. These observations have
motivated the development of Cognitive Radio Networks (CRNs), where intelligent secondary users
opportunistically access temporarily vacant licensed spectrum without causing harmful interference to
primary users. Consequently, accurate and reliable spectrum sensing has become the cornerstone of
dynamic spectrum access systems.
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Early spectrum sensing techniques primarily focused on conventional signal processing methods
including Energy Detection (ED), Matched Filter Detection (MFD), and Cyclostationary Feature
Detection (CFD). Energy detection gained widespread adoption because of its simple implementation,
low computational complexity, and minimal prior knowledge requirements regarding primary user
signals. However, its performance rapidly deteriorates under low Signal-to-Noise Ratio (SNR)
conditions and is highly susceptible to noise uncertainty, fading, and interference. Matched filtering
provides optimal detection accuracy when complete knowledge of primary user signal characteristics
is available but requires dedicated receivers for different communication standards, making large-scale
deployment impractical. Cyclostationary feature detection exploits periodic statistical characteristics
inherent in communication signals and provides improved robustness against noise uncertainty,
although its computational complexity and longer sensing duration limit real-time implementation
within resource-constrained wireless devices.

To overcome the limitations of individual sensing methods, researchers introduced cooperative
spectrum sensing techniques in which multiple secondary users collaboratively monitor spectrum
occupancy and exchange sensing information through centralized or distributed fusion centers.
Cooperative sensing significantly improves detection probability by mitigating the effects of multipath
fading, shadowing, and hidden terminal problems. Various hard decision fusion rules such as AND,
OR, and Majority Voting, along with soft decision fusion techniques, have demonstrated considerable
improvements in sensing reliability. Nevertheless, cooperative sensing introduces additional
communication overhead, synchronization requirements, increased energy consumption, and
vulnerability to malicious spectrum sensing data falsification attacks, thereby motivating further
research into intelligent and adaptive sensing mechanisms.

Machine Learning (ML) has recently emerged as a transformative technology for cognitive radio
systems because of its ability to automatically learn complex wireless channel characteristics from
observed communication data without requiring manually designed detection thresholds. Supervised
learning algorithms including Support Vector Machines (SVM), Decision Trees (DT), Random Forests
(RF), Naive Bayes (NB), Logistic Regression (LR), and k-Nearest Neighbors (k-NN) have been
extensively applied to classify spectrum occupancy based on statistical features extracted from
received wireless signals. Experimental studies have demonstrated that supervised learning
significantly improves detection accuracy, particularly under low SNR conditions where conventional
energy detection becomes unreliable. These algorithms effectively distinguish between occupied and
vacant channels by learning nonlinear decision boundaries from historical spectrum observations while
adapting to diverse wireless propagation environments.

Deep Learning has further advanced intelligent spectrum sensing by enabling automatic hierarchical
feature extraction directly from raw in-phase and quadrature (I/Q) signal samples without requiring
handcrafted feature engineering. Convolutional Neural Networks (CNNs) effectively capture local
spectral characteristics and spatial correlations present in wireless signals, whereas Recurrent Neural
Networks (RNNs), Long Short-Term Memory (LSTM) networks, and Gated Recurrent Units (GRUs)
successfully model temporal dependencies within dynamic spectrum occupancy patterns. More
recently, Transformer architectures and attention-based neural networks have demonstrated superior
capability in learning long-range relationships across wireless signal sequences, improving detection

ISSN:2250-3676 www.ijesat.com Page 504 of 515



International Journal of Engineering Science and Advanced Technology Vol 24 Issue 10, oct, 2024

accuracy while reducing feature engineering complexity. Despite these advantages, deep learning
models often require extensive training datasets, high computational resources, and powerful hardware
accelerators, limiting deployment on lightweight cognitive radio devices.

Recent studies have explored Reinforcement Learning (RL) for autonomous spectrum management
where intelligent cognitive radios continuously learn optimal spectrum access policies through
interaction with dynamic wireless environments. Reinforcement learning algorithms such as Q-
learning, Deep Q Networks (DQN), Proximal Policy Optimization (PPO), and Deep Deterministic
Policy Gradient (DDPG) have shown promising performance in adaptive channel selection,
interference mitigation, spectrum prediction, and dynamic transmission power control. Unlike
supervised learning, reinforcement learning enables continuous adaptation without requiring labeled
training data, making it highly suitable for rapidly changing wireless communication scenarios.
However, convergence speed, exploration strategies, computational overhead, and training stability
remain active research challenges.

The convergence of Machine Learning with Software Defined Networking (SDN), Edge Computing,
Cloud Computing, Internet of Things (IoT), and Network Function Virtualization (NFV) has
significantly enhanced the capabilities of Cognitive Radio Networks. Edge computing enables low-
latency local spectrum analysis while cloud platforms facilitate large-scale machine learning model
training using extensive wireless datasets. Software Defined Networking provides centralized network
control and flexible spectrum management policies, whereas Artificial Intelligence enables intelligent
spectrum prediction, adaptive interference avoidance, traffic-aware channel allocation, and
autonomous communication optimization. These integrated architectures significantly improve
spectrum utilization, throughput, communication reliability, and Quality of Service (QoS) across
heterogeneous wireless environments.

Despite considerable research progress, several limitations continue to restrict practical
implementation of intelligent spectrum sensing systems. Many existing machine learning frameworks
experience reduced generalization capability when deployed across heterogeneous communication
environments with varying propagation characteristics. Deep learning models frequently require large
labeled datasets, considerable computational resources, and extended training durations unsuitable for
embedded cognitive radio hardware. Furthermore, balancing sensing accuracy, false alarm probability,
detection latency, computational complexity, energy consumption, throughput, and spectrum
utilization remains a complex multi-objective optimization problem. Efficient lightweight learning
models capable of delivering real-time spectrum sensing while preserving computational efficiency
therefore remain an important area of ongoing research.

The proposed research addresses these challenges by introducing a Design and Implementation of an
Intelligent Spectrum Sensing Framework Using Machine Learning for Cognitive Radio Networks that
integrates advanced signal preprocessing, discriminative feature extraction, supervised machine
learning classification, intelligent spectrum occupancy prediction, adaptive channel allocation, and
dynamic spectrum management. The proposed framework simultaneously optimizes detection
probability, false alarm rate, sensing latency, computational complexity, spectrum utilization,
throughput, energy efficiency, and communication reliability under diverse wireless channel
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conditions. The developed architecture provides a scalable, adaptive, and intelligent spectrum sensing
solution for 5G, Beyond 5G (B5G), 6G, Internet of Things (IoT), Industrial IoT, Smart Cities,
Vehicular Communication, Wireless Sensor Networks, Public Safety Communication, Military
Networks, Satellite Communication, Edge Computing, and future autonomous Cognitive Radio
Networks, where efficient dynamic spectrum management is essential.

METHODOLOGY

The proposed Intelligent Spectrum Sensing Framework Using Machine Learning is designed to
provide accurate, adaptive, and computationally efficient spectrum occupancy detection for Cognitive
Radio Networks (CRNSs). The framework integrates wireless signal acquisition, signal preprocessing,
feature extraction, supervised machine learning-based spectrum classification, intelligent spectrum
decision-making, and dynamic spectrum allocation to maximize spectrum utilization while protecting
licensed primary users from harmful interference. The proposed architecture enables cognitive radio
devices to continuously monitor wireless channels, identify spectrum holes in real time, and
dynamically allocate available channels to secondary users based on machine learning predictions. The
methodology emphasizes high sensing accuracy, reduced false alarm probability, low computational
complexity, minimal sensing delay, and improved communication reliability suitable for next-
generation intelligent wireless communication systems.

The spectrum sensing process begins with wireless signal acquisition from multiple licensed frequency
bands using Software Defined Radio (SDR)-enabled cognitive radio devices. The received radio
frequency signals are sampled over predefined sensing intervals to capture both occupied and idle
channel conditions under various Signal-to-Noise Ratio (SNR) environments. Since wireless channels
are affected by thermal noise, fading, interference, Doppler shifts, and shadowing, the received signals
undergo preprocessing operations including noise suppression, normalization, filtering,
synchronization, and signal segmentation. These preprocessing techniques improve signal quality
while reducing the influence of channel impairments on subsequent feature extraction and machine
learning classification.

Following preprocessing, discriminative statistical and spectral features are extracted from the received
wireless signals to accurately represent spectrum occupancy characteristics. The extracted features
include received signal energy, signal variance, spectral entropy, kurtosis, skewness, power spectral
density, autocorrelation coefficients, higher-order statistical moments, signal-to-noise ratio estimates,
and frequency-domain characteristics obtained through Fast Fourier Transform (FFT). These features
collectively describe the underlying statistical behavior of the received communication signals and
provide sufficient information for distinguishing between occupied and vacant spectrum channels.
Feature normalization is further performed to eliminate scale variations and improve machine learning
convergence during model training.

The normalized feature vectors are subsequently provided to a supervised Machine Learning classifier
responsible for spectrum occupancy prediction. The proposed framework employs an optimized
supervised learning model capable of classifying each wireless channel as either occupied by a primary
user or available for secondary user access. Historical spectrum sensing datasets containing labeled
occupied and vacant channel observations are utilized during the offline training phase to construct
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robust classification boundaries. During real-time operation, the trained machine learning model
continuously predicts channel occupancy using incoming wireless signal features. Adaptive model
updating enables the classifier to accommodate changing wireless propagation conditions, interference
patterns, and dynamic spectrum utilization behaviors without requiring complete retraining.

Following spectrum occupancy classification, an intelligent spectrum decision module evaluates all
predicted vacant channels according to communication quality indicators including detection
confidence, channel quality, interference level, spectrum availability duration, bandwidth availability,
and communication reliability. Rather than selecting channels solely based on occupancy status, the
proposed framework prioritizes spectrum bands exhibiting higher communication quality and lower
interference probability. This adaptive decision-making strategy minimizes unnecessary channel
switching while improving throughput, reducing packet loss, and enhancing overall Quality of Service
(QoS) for secondary users operating within Cognitive Radio Networks.

Once an appropriate spectrum opportunity has been identified, the dynamic spectrum allocation
module assigns the selected frequency channel to authorized secondary users while continuously
monitoring primary user activity. Whenever a licensed user reappears within the allocated spectrum
band, the cognitive radio immediately vacates the channel and performs rapid spectrum reselection to
prevent harmful interference. Continuous spectrum monitoring ensures uninterrupted protection of
primary users while maintaining seamless communication for secondary users through intelligent
spectrum mobility mechanisms. This adaptive spectrum management strategy enables efficient
utilization of scarce wireless spectrum resources under highly dynamic communication environments.

Performance evaluation is conducted under multiple wireless communication scenarios involving
different Signal-to-Noise Ratios, varying numbers of cognitive radio users, diverse fading conditions,
interference levels, and spectrum occupancy distributions. The proposed intelligent spectrum sensing
framework is evaluated using performance metrics including detection probability, false alarm
probability, sensing accuracy, communication latency, throughput, spectrum utilization efficiency,
computational complexity, energy consumption, precision, recall, and Fl-score. Comparative
performance analysis is performed against conventional energy detection, matched filtering,
cyclostationary feature detection, and existing machine learning-based spectrum sensing methods to
quantify improvements achieved by the proposed intelligent framework. Statistical validation further
verifies model robustness under realistic wireless communication conditions.

The spectrum sensing optimization objective is mathematically formulated as

C A@ X Uz
= argmax | ———
£ M; F;

where:
e (C=Optimal spectrum sensing framework

e M; = Candidate machine learning model
e Aj = Spectrum sensing accuracy
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U; = Spectrum utilization efficiency
F; = False alarm probability
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The optimization objective identifies the machine learning model that maximizes spectrum sensing
accuracy and spectrum utilization while minimizing false alarm probability, thereby achieving efficient

and reliable dynamic spectrum access within Cognitive Radio Networks.

The overall methodology is summarized below.

Wireless Signal Acquisition

v

Signal Preprocessing & Noise Reduction

|

Feature Extraction

|

Machine Learning-Based
Spectrum Classification

v

Intelligent Spectrum Occupancy Prediction

|

Dynamic Spectrum Decision &
Channel Selection

'

Adaptive Spectrum Allocation

'

Performance Evaluation &
Communication Analysis

Methodology

The proposed methodology establishes an intelligent and adaptive spectrum sensing architecture

capable of improving dynamic spectrum access efficiency through advanced machine learning
techniques. The integration of wireless signal preprocessing, discriminative feature extraction,
supervised learning-based classification, intelligent spectrum prediction, and adaptive channel

allocation significantly enhances spectrum sensing accuracy while reducing sensing latency, false
alarm probability, computational complexity, and communication interruptions. The proposed
framework effectively supports intelligent spectrum management across 5G, Beyond 5G (B5G), 6G,
Internet of Things (IoT), Industrial 10T, Wireless Sensor Networks, Vehicular Communication, Smart
Cities, Public Safety Communication, Satellite Communication, Edge Computing, and future
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autonomous Cognitive Radio Networks, where efficient spectrum utilization and reliable wireless
communication are essential. The developed architecture therefore provides a scalable, intelligent, and
high-performance solution for next-generation dynamic spectrum access systems.

IMPLEMENTATION AND RESULTS

The proposed Intelligent Spectrum Sensing Framework Using Machine Learning was
implemented using a Cognitive Radio Network (CRN) simulation environment consisting of primary
users (PUs), secondary users (SUs), multiple licensed spectrum bands, and dynamic wireless channel
conditions. The implementation integrates Software Defined Radio (SDR)-based signal acquisition,
wireless signal preprocessing, statistical feature extraction, supervised machine learning classification,
intelligent spectrum occupancy prediction, adaptive spectrum allocation, and dynamic spectrum
access. The machine learning model was trained using historical spectrum occupancy datasets
containing both occupied and vacant channel observations collected under varying Signal-to-Noise
Ratio (SNR) conditions. Feature vectors extracted from received wireless signals included received
signal energy, spectral entropy, power spectral density, variance, kurtosis, skewness, autocorrelation
coefficients, and frequency-domain features obtained through Fast Fourier Transform (FFT). These
features enabled the classifier to accurately distinguish between occupied and idle spectrum bands
under realistic wireless communication environments.

The trained machine learning model continuously monitored multiple licensed frequency bands and
predicted spectrum occupancy in real time. Whenever an idle channel was identified, the intelligent
spectrum allocation module assigned the available spectrum to secondary users while continuously
monitoring the activity of licensed primary users. If a primary user became active, the cognitive radio
immediately vacated the occupied channel and selected another available spectrum band through rapid
spectrum reselection. This adaptive spectrum mobility mechanism ensured uninterrupted
communication for secondary users while preventing harmful interference with licensed users.
Performance evaluation was conducted under multiple communication scenarios involving different
SNR levels, channel fading conditions, user densities, spectrum occupancy rates, and interference
levels. The proposed framework was evaluated using detection probability, false alarm probability,
classification accuracy, communication latency, throughput, spectrum utilization efficiency, precision,
recall, F1-score, computational complexity, and energy efficiency.

Experimental analysis demonstrated that the machine learning-assisted framework consistently
outperformed conventional spectrum sensing methods across all performance metrics. Intelligent
feature learning significantly improved detection accuracy under low SNR conditions where traditional
energy detection methods experienced considerable degradation. Adaptive spectrum prediction
reduced unnecessary channel switching while improving spectrum utilization and communication
throughput. The optimized machine learning classifier maintained high classification accuracy with
minimal computational overhead, making the proposed framework suitable for real-time
implementation within embedded cognitive radio devices and future intelligent wireless
communication systems.
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Signal-to-Noise Ratio | Detection Probability | False Alarm Rate | Classification Accuracy
(dB) (“o) (%) (Vo)
-15 90.8 8.5 91.4
-10 94.6 6.2 953
-5 97.3 3.9 97.8
0 99.1 2.1 99.0
5 99.8 1.0 99.7

Table 1: Spectrum sensing performance under different Signal-to-Noise Ratio (SNR) conditions.
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Fig. 1: Line graph showing detection probability, false alarm rate, and classification accuracy
versus SNR.

The proposed machine learning framework maintained excellent detection performance even under
extremely noisy communication environments. As SNR increased, classification accuracy approached
nearly perfect detection while false alarm probability decreased significantly, demonstrating strong
robustness against channel noise and interference.

Spectrum Sensing | Detection Accuracy | Sensing Time | Computational Complexity
Method (%) (ms) (%)
Energy Detection 90.6 8.9 14.8
Matched Filter Detection | 94.8 11.5 28.7
Cyclostati
yeosHonAlY 9.5 17.4 2.6
Detection
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Proposed ML

Framework 99.2 5.8 18.5

Table 2: Performance comparison between conventional spectrum sensing techniques and the
proposed machine learning framework.

Proposed ML Framework

Cyclostationary Detection

Matched Filter Detection

Il

Energy Detection [

o

20 40 60 80 100 120

M Computational Complexity (%) ™ Sensing Time (ms) ™ Detection Accuracy (%)

Fig. 2: Grouped bar graph comparing sensing accuracy, sensing time, and computational
complexity.

The proposed framework achieved the highest detection accuracy while requiring substantially lower
sensing time than conventional approaches. Although its computational complexity was slightly higher
than simple energy detection, the significant improvement in sensing reliability justifies the additional
processing requirements.

Number of Secondary | Spectrum Utilization | Throughput Average Latency
Users (%) (Mbps) (ms)

20 84.2 43.8 4.8

40 88.5 51.2 5.4

60 91.7 58.6 6.2

80 94.3 66.4 7.1

100 96.1 73.8 8.0

Table 3: Communication performance under varying secondary user densities.
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Fig. 3: Line graph illustrating spectrum utilization, throughput, and communication latency as the

number of secondary users increases.

The intelligent spectrum allocation strategy efficiently utilized available spectrum opportunities while

maintaining low communication latency. Increased user density resulted in higher spectrum utilization

and improved network throughput without causing excessive communication delays.

Performance Metric Conventional CRN | Proposed Intelligent Framework
Spectrum Utilization (%) | 81.4 96.1
Detection Accuracy (%) | 92.1 99.2
Throughput (Mbps) 55.6 73.8
Energy Efficiency (Mb/J) | 28.7 37.6

Table 4: Overall comparison between conventional Cognitive Radio Network and the proposed

intelligent spectrum sensing framework.
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Energy Efficiency (Mb/J) =
Throughput (Mbps) —
Detection Accuracy (%) =
Spectrum Utilization (%) =
0 20 40 60 80 100 120

B Proposed Intelligent Framework B Conventional CRN

Fig. 4: Horizontal bar graph comparing spectrum utilization, detection accuracy, throughput, and
energy efficiency.

The comparative evaluation clearly demonstrates that the proposed machine learning-assisted spectrum
sensing framework substantially enhances wireless communication performance compared with
conventional cognitive radio architectures. The integration of intelligent spectrum classification,
adaptive channel allocation, and dynamic spectrum management significantly improves spectrum
utilization, communication throughput, detection accuracy, and energy efficiency while maintaining
reliable protection of licensed primary users.

Overall, the implementation validates the effectiveness of the proposed Intelligent Spectrum Sensing
Framework Using Machine Learning for Cognitive Radio Networks. The integration of advanced
wireless signal preprocessing, statistical feature extraction, supervised machine learning classification,
intelligent spectrum occupancy prediction, and adaptive spectrum allocation provides a robust and
scalable solution for dynamic spectrum management. Experimental results demonstrate substantial
improvements in detection probability, spectrum utilization, communication throughput, sensing
latency, and energy efficiency under diverse wireless channel conditions. The proposed framework is
well suited for deployment in 5G, Beyond 5G (B5G), 6G, Internet of Things (IoT), Industrial IoT,
Wireless Sensor Networks, Vehicular Communication, Smart Cities, Satellite Communication, Edge
Computing, Public Safety Networks, Military Communication Systems, and future autonomous
Cognitive Radio Networks, where intelligent spectrum management is essential for achieving efficient
and reliable wireless communication.

CONCLUSION

The proposed Intelligent Spectrum Sensing Framework Using Machine Learning for Cognitive
Radio Networks successfully demonstrates an adaptive and high-performance solution for dynamic
spectrum management in modern wireless communication systems. By integrating advanced wireless
signal preprocessing, statistical feature extraction, supervised machine learning-based spectrum
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classification, intelligent spectrum occupancy prediction, and adaptive spectrum allocation, the
proposed framework significantly enhances the efficiency of spectrum sensing while ensuring reliable
protection for licensed primary users. Experimental evaluation under various Signal-to-Noise Ratio
(SNR) conditions, user densities, and wireless channel environments confirmed that the machine
learning-assisted framework consistently achieved higher detection accuracy, lower false alarm
probability, reduced sensing latency, improved spectrum utilization, and greater communication
throughput compared with conventional spectrum sensing techniques such as energy detection,
matched filtering, and cyclostationary feature detection. The intelligent learning capability enables
cognitive radio devices to accurately identify spectrum opportunities even under challenging fading
and interference conditions while maintaining low computational complexity suitable for real-time
wireless communication applications. Consequently, the proposed framework provides a reliable and
scalable foundation for intelligent spectrum management in next-generation wireless communication
systems.

The developed intelligent spectrum sensing architecture also establishes a strong platform for future
autonomous wireless communication technologies supporting 5G, Beyond 5G (B5G), 6G, Internet of
Things (IoT), Industrial IoT, Smart Cities, Vehicular Ad Hoc Networks (VANETS), Wireless Sensor
Networks (WSNs), Edge Computing, Satellite Communication, Public Safety Networks, Military
Communication Systems, and Unmanned Aerial Vehicle (UAV) communication. Future research can
further enhance the proposed framework through the integration of Deep Learning architectures,
Vision Transformers (ViTs), Graph Neural Networks (GNNs), Reinforcement Learning (RL),
Federated Learning (FL), Explainable Artificial Intelligence (XAI), Digital Twin-enabled spectrum
management, Software Defined Networking (SDN), Network Function Virtualization (NFV),
blockchain-assisted spectrum sharing, edge intelligence, quantum machine learning, and Al-driven
autonomous network orchestration. These emerging technologies will improve adaptive spectrum
prediction, distributed learning, communication security, scalability, and intelligent resource
allocation, thereby enabling highly efficient, self-organizing, and autonomous Cognitive Radio
Networks capable of supporting future intelligent wireless communication ecosystems.
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